Copnep>xaHue:

Mage noffpund or type unknown

BBepneHue

Dr.web- o4eHb pacnpocTpaHeHHas NporpamMma n y>ke Ha pblHKax gaBHo(a>k ¢ 1992
roga) n nMeeT AO0BOJIbHO XOPOLLKUA cnpoc bnarogapio TakMM BewaMm, Kak: nMpoCTon v
MOHATHbLIN MHpPedenc, Nerko HacTpameaeMbln noa cebs, roe odWMPHLIN PYHKLMOHAN.

Dr.web

Dr.web, cernyac nmeeT A0BOJIbHO OOLLNPHBIN PYHKLIMOHAN U UMEET BepCcum Noa Bce
onepaumoHHblie NAaTdopMbl, FAe MOXHO CKaYvaTb, Kak 6ecnnaTHyo Bepcuio(c
HEKOTOPbLIMN OrPaHNYEHUAMU B PYHKLMNOHANE), HO TaK XXe N KYNUTb JINLEH3MIO CO BCEM
obHoBNEHUAMM Ha roa nnu bonbLue.

AHTMBUPYCHbIE NPOrpamMMbil

B J@HHbI MOMEHT CO34aHbl A1 OTCEeMBaHUA Cnama, a Tak XXe AJ19 BOSMOXXHOCTU He
nonagaTb Ha CaNTbl C BO3MOXXHbIMW BUPYCHbIMW aTakaMn nnu ansaMmm B KOTOPbIX
HanucaHbl Kkoabl. N1 ecnn Mbl He ByieM ycTaHaBAMBaTb aHTUBUPYCHbIE NPOrpamMMsbl, TO C
NOMOLLbIO HNUX «XaKepbl» UIN «3N10YMbILLUJIEHHUKN» MOTYT BOCMNOJIb30BaTbCs BaWMMN
OaHHbIMU(HA TUMa TEKCTOBbIX AAaHHbIX) NN fa)Ke NepCcoHasibHbIMN JaHHbIMU(3axonsa Ha
CalT OHWM MOryT YKpacTb BaluX MacnopTHbIE AaHHble N GAHKOBCKOMN KapTOYKK) U
caoenaTtb BaM «bonbHO» , a Dr.web BaMm noMoxeT. OH cMoXXeT n3basuTb OT CNamMa u OH
OyneT BbISAB/ISATb BO3MOXXHbIE BUPYCHbIE CanTbl BJOKMPYS MX CaMOro 3axofa Ha HUX, a
Tak e OH ymeeT paboTaTb B aBTOHOMHOM peXXnMe 1 OH fa)ke He byaeT Bac OTBJIeKaTb
OT BalIMX AeJs, B MPOCTOHapoAbe A Aa)ke C/bllal , 4TO ero Ha3biBaloT «4yepenaxa»(Ha
CTOJIbKO Xe Kpernkun oT BCeX BHELWHNX Yrpo3, Kak naHuupb 4Yepenaxu).Dr.web
obnapaet, obHapy)XeHune N ne4eHneM CI0XKHbIX MOJIMMOPMHLIX, LUINPOBAHHbBIX BUPYCOB
N PYTKUTOB, BO3MOXXHOCTb HAaCTPOWKU pe3epBHOro KONMUPOBaHUSA BalINUX AAHHbLIX U
BOCCTaHOBJIEHNEM 1 fa)ke 6e3 noMoLm nogaep>XKun, Tak e obHoBsieHne Bcex 6a3
NPouCxXoanT HeMeJIeHHO nocsie obHapy>XeHue BuUpyca(TakK e KOMNaHusa oTkasanacb OT
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rpaduka obHoBneHnn 6a3, Tak Kak CHUTAET YTO BMPYChbl HE MOOYNHAOTCA HUKAKOWN
cucTeMme), a elle nMeeT HU3KOoE BJIINAHUE Ha ONnepaunoHHY0 CUCTEMY, TaK KaK O4YeHb
XOpPOLIO pasBuTa TexXHosorma ontTuMmnsaumnn. KpoccnnatopmMeHHOCTb — UCMOJIb3yeTCH
eounHas BupycHas 6asa n eamHoe AP0 aHTUBMPYCHOIO CKaHepa Ha pa3HbIX
nnatdgopmax OC.

Ha sToM uwkm Dr.Web He 3aKaH4YMBaAOTCA Y HUX €CTb JINYHO UX YHUKAJIbHbIE
TexHosiormm, Takue Kak: Fly-code ,Origins Tracing ,Anti-rootkit APl (ArkAPI) ,Dr.Web
Shield ,SelfPROtect ,Background Rootkit Scan ,Dr.Web Cloud ,Dr.Web Process Heuristic
(DPH) ,Dr.Web Process Dumper (DPD),Dr.Web HyperVisor ,Dr.Web ShellGuard.

Tak e aHTusMpyc Dr.web npegnaraeT cBOO NPOAYKLMIO LUIMPOKOMY KPYry JnL, OHW
nMeeT NPUIoXKeHUsa Ha aHgpong ,a Tak xe n I0S,Tak Kak 601bLWNHCTBO Noaen
NONb3YyTCA MOBUNbHBIMN Frag>XeTaMun U He BCeraa NblTaloTCa CKavdaTb BCe 0opMUMaNbLHO,
TO 3TO O4YeHb BOCTpeboBaHo.

BoiBO

Kak s paccka3bliBaji BaM B 3ToM paboTe 3TO 04eHb xopoLluas nporpamMmma un 31o Bce Hes
BCAKOW peKJiaMbl, TakK KaK 3TO Balle [esi0 CKavynBaTb ee Uan HeT, HO ya00CTB B
noJib30BaHWe OHa rnpepjJjiaraeT orpoMHoe MHoXecTBo. OHa nogaep>XnBaeT OorpoMHoe
KOJIN4eCTBO NJATHOPM 1 fake MMeeT NpuioXeHns and ragxetos (aHapong nnm 10S), a
TakK Xe He cTouT 3abbiBaTb NPO MHOXXECTBO Harpag v TUTYJI0B, KOTOPbIE OH 3aCJly>KEHHO
noJsly4yas Ha BbiCTaBKax U KOHdepeHUnsax. 3To OAUNH U3 HEMHOIMX BEHA0POB, KOTOPLIN
obnapaet cobCTBEHHON TeXHONOrMen aeTekTnpoBaHns obbekTos. CBOKO NONYISAPHOCTb
OH TaK>Xe foKa3blBaeT becYncsieHHbIM MHOXXECTBOM CBOUX CTOPOHHUKOB, KakK B YaCTHOM,
Tak 1 KOPNopaTUBHOM CerMeHTe, a HaJlimyme HeJoCTaTKOB MNOCTENeHHOo CoKpallaeTcs
bnaropaps ka4ecTBeHHOW noanep)xke pa3paboTymMkoB, KOTopble perynspHo paboTatoT
Haj ycoBepLUeHCTBOBaHMEM cBoero getuwa. M He Hago 3abbiBaTh ,4TO aHTUBUPYCHASA
nporpaMmma fIBJieTCH TOJIbKO JINLLb MOMOLLHUKOM B 3aLUMTe OT BUPYCOB N HE CTOUT
3abbiBaTb O NPOCTbIX NMpaBuaax 6e30MacHOCTU NPU HaxXoXAeHNe B UHTepHeTe, a TakK Xe
BHUMATE/IbHO OTHOCUTBLCA K NOPTAaTUBHbLIM HOCUTENAM. Takon rnoaxon B nape ¢
AHTUBUPYCHOM 3alLNTON CBefeT (pakKTopbl BUPYCHONO BO3AENCTBUSA K HYJIO.
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